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This policy explains what money laundering is and the legal framework that is in place to govern it.
It also details the procedures that need to be followed by the Council.
The aims of this policy and procedure are to:

e Assist staff and elected members at Blackpool Council to understand money laundering and their personal
legal obligations and responsibilities arising from the requirements of legal and regulatory provisions.

e Reduce the risk of Council services being used for money laundering purposes.

e Set out the procedures that must be followed to enable the Council and its staff to comply with their legal
obligations.

Scope of Policy

This policy applies to all Council employees and elected members and aims to help to maintain high standards of
conduct, by preventing criminal activity through money laundering. This also includes contractors, casual
employees and agency staff. The policy links to the Council’s Code of Conduct and for the purposes of this guidance
contractors, agency staff and casual staff should follow procedures as described for an employee.

Non-compliance by a member of staff with the procedures set out in this policy may lead to disciplinary action.
Non-compliance by an elected member will be reported to the Monitoring Officer to undertake an independent
review of conduct. For a casual worker, agency worker or contractor non-compliance may result in termination and
/ or legal proceedings.

What is Money Laundering?

Money laundering is any attempt to convert the proceeds of crime to money or assets that appear to have derived
from legitimate activities. Anyone who becomes involved in an activity which they know or suspect is related to
the proceeds of crime may be guilty of money laundering.

There are three stages to money laundering:
e Stage 1 - Placement — criminally derived funds are introduced into the financial system.
e Stage 2 — Layering — the funds are ‘washed’ and its ownership and source is disguised.

e Stage 3 — Integration —the ‘laundered’ property is re-introduced as clean funds.

Money Laundering: Legal and Regulatory Framework

There are four key pieces of legislation which make money laundering a criminal offence and these include:
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Terrorism Act (2000)

The Terrorism Act (2000) applies to all individuals and businesses in the UK including local authorities. If during
your employment at the Council you become aware of information which provides knowledge, or provides
reasonable grounds for belief or suspicion, that proceeds have come from, or are likely to be used for, terrorism it
must be reported. Reporting will prevent you being subject to money laundering offences relating to being
implicated in illegal activity.

Proceeds of Crime Act (2002)

The Proceeds of Crime Act (2002) defines six money laundering offences of which the first four are the most relevant
to the Council. These include:

e Concealing, disguising, converting, transferring or removing from the UK any criminal property.

e Becoming concerned in an arrangement which you know or suspect facilitates the acquisition, retention,
use or control of criminal property.

e Doing something that might prejudice an investigation.
e Failing to disclose known or suspected money laundering offences in the non-regulated sector.
e Failing to disclose known or suspected money laundering offences in the regulated sector.

e ‘Tipping Off’ by giving information to someone suspected of money laundering in such a way as to reduce
the likelihood of their being investigated or prejudicing an investigation.

Sanctions and Anti-Money Laundering Act (2018)
The Sanctions and Anti-Money Laundering Act (2018) grants powers to Ministers to impose sanctions including:
e Financial sanctions
e Immigration sanctions
e Trade sanctions
e Aircraft sanctions
e Shipping sanctions

The Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer)
Regulations (2017) as amended by the Money Laundering and Terrorist Financing (amendment)
Regulations 2019

The Money Laundering Regulations (MLR) (2017) are not legally binding on local authorities because they are
neither ‘relevant persons’ nor part of the ‘regulated sector’. However, there is a risk of reputational damage for
any local authority that does not have adequate policies and procedures in place. Although local authorities are not
directly covered by the requirements of the MLR 2017, guidance from the Chartered Institute of Public Finance and
Accountancy (CIPFA), indicates that Council’s should comply with the underlying spirit of the legislation and
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~regutations: It states that-a-“prudent-and-responsible’ Council-will-adopt “appropriate-and- proportionate* policies
and procedures designed to ‘detect and avoid involvement in crimes described in the legislation and regulations’.

Aims and Requirements of the Money Laundering Legislation

The 2017 Regulations represent an evolution of content and a reorganisation of structure rather than a root and
branch change to the predecessor 2007 regulations, and the aims therefore remain:

e To enable suspicious transactions to be recognised and reported to law enforcement agencies.

e To ensure that, if a business’s client comes under investigation in the future, the business can provide its
part of the audit trail.

The Regulations require:
e Identification procedures
e Record keeping procedures
e Internal reporting procedures
e Procedures to prevent money laundering

Broadly speaking MLR 2017 introduced a greater emphasis on risk assessments and an enhanced risk-based
approach in respect of anti-money laundering (AML) /counter-terrorism financing (CTF) compliance programmes.
Some of the key changes included:

e MLR 2017 removed “automatic” simplified due diligence (SDD) categories. Instead, each business area or
function, as well as individual relationships and transactions, requires a risk assessment to decide whether
a lower degree of risk exists and SDD can be applied. This should take into account a list of specific risk
factors referred to in the MLR 2017 (see below).

e Enhanced due diligence (EDD) is required in respect of politically exposed persons (PEPs), correspondents,
larger or complex transactions, as well as transactions with unusual patterns. More generally, EDD has to
be applied in any case where there exists a higher risk of money laundering.

e The PEPs for AML requirements is extended to include domestic PEPs, “members of the governing bodies
of political parties” as well as “directors, deputy directors and members of the board or equivalent function
of an international organisation”.

e This substantially broadens EDD’s scope. Where a person ceases to be a PEP, entities should continue to
monitor the risk they pose for at least another 12months.

e The threshold for customer due diligence (CDD) in respect of cash transactions has been reduced to €10,000
(£8,500 approx).

e Under MLR 2017, estate agents are required to conduct CDD on the purchaser and the seller.

e A new blacklist of high-risk jurisdictions is to be published from time to time. Any transactions or business
relationships in such jurisdictions will require EDD.
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AN AL 2rE the OFFONCEs mIT PO e
There are three principal money laundering offences:
e Laundering — Conviction resulting in a maximum 14 years imprisonment and / or fine.
e Failing to Report - Conviction resulting in a maximum of 5 years imprisonment and / or fine.
e Tipping off - Conviction resulting in a maximum of 5 years imprisonment and / or fine.

A new criminal offence under MLR 2017 makes any individual who recklessly makes a statement in the context
of money laundering which is false or misleading is liable to a fine and/or up to two years’ imprisonment.

Where can the money come from?
There are a number of sources of money laundering and some examples include:

e VAT / Customs Fraud

e Theft
e Forgery
e Blackmail

e Artand antique theft and fraud
e Corruption

e Smuggling

e lllegal drugs trade

e Fraud and extortion

Risk Factors Identified in MLR 2017

When assessing whether there is a high risk of money laundering or terrorist financing in a particular situation, and
the extent of the measures which should be taken to manage and mitigate that risk, relevant persons must take
account of risk factors including, among other things:

Customer risk factors, including whether:
e the business relationship is conducted in unusual circumstances;
e the customer is resident in a geographical area of high risk;
e the customer is a legal person or a legal arrangement that is a vehicle for holding personal assets;

e the customer is a company that has nominee shareholders or shares in bearer form;
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t.h E‘Customer‘"rS‘ a..business t'h'at' .is.cash. iﬂtensi‘\‘/e;‘an‘d ...................................................................................................

the corporate structure of the customer is unusual or excessively complex given the nature of the
company’s business.

Product, service, transaction or delivery channel risk factors, including whether:

the product involves private banking;
the product or transaction is one which might favour anonymity;

the situation involves non face to face business relationships or transactions, without certain safeguards,
such as electronic signatures;

payments will be received from unknown or un-associated third parties;

new products and new business practices are involved, including new delivery mechanisms, and the use of
new or developing technologies for both new and pre-existing products; and

the service involves the provision of nominee directors, nominee shareholders or shadow directors, or the
formation of companies in a third country.

Geographical risk factors, including:

countries identified by credible sources as not having effective systems to counter money laundering or
terrorist financing;

countries identified by credible sources as having significant levels of corruption or other criminal activity,
such as terrorism, money laundering, and the production and supply of illicit drugs;

countries subject to sanctions, embargos or similar measures issued by, for example, the European Union
or the United Nations;

countries providing funding or support for terrorism;

countries that have organisations operating within their territory which have been designated by the
government of the United Kingdom as prohibited organisations under Schedule 2 to the Terrorism Act
2000(a), or by other countries, international organisations, or the European Union as terrorist
organisations; and

countries identified by credible sources as not implementing requirements to counter money laundering
and terrorist financing that are consistent with the recommendations published by the Financial Action
Task Force in February 2012 and last updated in November 2023.

Money Laundering Policy

Elected members and staff at Blackpool Council need to be vigilant for signs of money laundering. The Council has
a process in place for reporting suspicious activity, will provide appropriate training, and has procedures for
identification checks. The roles and responsibilities are defined below.

Roles and Responsibilities
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e Prevent the Council and its staff being exposed to money laundering.
e Identify the potential areas where it may occur.

e Comply with all legal and regulatory requirements, especially with regard to the reporting of actual or
suspected cases of money laundering.

e Make all staff aware of the obligations placed on the Council and on themselves as individuals by the anti-
money laundering legislation.

e Provide training and guidance to those most likely to encounter money laundering activity.
Blackpool Council employees and elected members are required to:

e In relevant situations, perform a risk assessment to determine the appropriate level of due diligence that
should be applied to mitigate the risk of becoming involved in money laundering.

e Report promptly all suspicions of money laundering activity to the Money Laundering Reporting Office
(MLRO) or Deputy MLRO.

e Follow any subsequent directions of the MLRO or Deputy MLRO.
Employees receiving or arranging to receive cash on behalf of the Council must:
e Ensure that they are familiar with the Council’s Anti-Money Laundering Procedures.

e Ensure that no payment to the Council should be accepted in cash if it exceeds £8,500 unless appropriate
due diligence has taken place.

The nominated officers for reporting issues are:

e MLRO - Head of Audit and Risk

e Deputy MLRO — Senior Counter Fraud Advisor
The MLRO or Deputy MLRO must:

e Evaluate all concerns raised by staff to determine whether it is appropriate to make a report to the National
Crime Agency (NCA).

e Ifappropriate, ensure that an internal report is completed using the pro forma provided in the Anti-Money
Laundering Procedures.

e If appropriate, submit a Suspicious Activity Report to the NCA using the NCA’s standard form.

Anti-Money Laundering Procedures
What are the obligations on the Council?

The Chartered Institute of Public Finance and Accountancy (CIPFA) guidance advises that Council’s should:
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Make those members and employees who are likely to be exposed to, or suspicious of, money laundering
activities aware of the requirements and obligations in relation to money laundering.

Provide targeted training to those considered most likely to encounter money laundering activities.

Implement formal systems for employees and elected members to report money laundering suspicions to
the MLRO (or deputy).

Establish internal procedures to anticipate and prevent money laundering and make relevant individuals
aware of the procedures.

Report any suspicions of money laundering to the NCA.

Put in place procedures to monitor developments in ‘grey’ areas of legislation and to keep abreast of further
advice and guidance as issued by relevant bodies.

To avoid the risk of non-compliance with the requirements of the legislation, the above obligations should be
considered across all areas of the Council. Therefore all elected members and employees are required to comply
with the policy and procedures.

It is management’s responsibility to implement systems of internal control capable of identifying unusual or
suspicious transactions or customer activity and quickly report the details to the MLRO (or deputy) indicated below.
A process chart highlighting the key stages can be seen in Appendix 1. Systems of internal control should include
the following:

Identification of senior management responsibilities.
Provision of information to senior management on money laundering and terrorist financing risks.

Training of relevant employees on the legal and regulatory responsibilities for money laundering and
terrorist financing controls and measures.

Documentation of the Council’s risk management policies and procedures.

Measures to ensure that money laundering and terrorist financing risks are taken into account in the day
to day operations of the organisation.

Customer Due Diligence (CDD)

Under the regulations you are required to:

identify your client and verify their identity on the basis of a reliable independent source (such as a
passport);

where applicable, identify the beneficial owners of the client, take reasonable measures to verify their
identity so you know who they are and, if the beneficial owner is an entity or legal arrangement, take
reasonable measures to understand its ownership and control structure;
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---------- s--assess and-where appropriate-obtain-information-on-the purpose-and-intended-nature-of-the-business
relationship or transaction; and

e identify and verify the identity of a person who purports to act on behalf of a client and verify that they are
authorised to act on behalf of the client.

The way you comply with the requirement to take CDD measures may differ from case to case but must reflect both
your risk assessment and your assessment of the level of risk arising in the particular case.

The regulations are more prescriptive when it comes to carrying out CDD checks on corporate bodies. Where your
client is a corporate body, you must obtain and verify:

e itsname
e its company number or other registration and
e the address of its registered office and, if different, its principal place of business.

In addition, unless the corporate body is a company listed on a regulated market, you must take reasonable
measures to determine and verify:

e the law to which it is subject and its constitution or other governing documents;

e the names of the board of directors (or equivalent management body); and

e senior persons responsible for its operations.
The regulations impose an obligation on corporate bodies (other than companies listed on a regulated market) to
provide you with the information outlined above when you enter into a transaction or form a business relationship
with them, which should assist you in carrying out your CDD checks.

Enhanced Due Diligence (EDD)

The regulations set out a list of circumstances in which EDD measures must be applied, which are set out in the
section above entitled Risk Factors Identified in MLR 2017.

While you must take these factors into account, you should consider the situation as a whole and bear in mind that
the presence of one or more of the risk factors is not in itself determinative of a higher risk situation.

Under the regulations EDD measures must include, as a minimum, examining the background and purpose of the
transaction and increased monitoring of the business relationship.

Simplified Due Diligence (SDD)

Simplified due diligence is permitted where you determine that the business relationship or transaction presents a
low risk of money laundering or terrorist financing, taking into account your risk assessment.
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- The regutations-set-out-a-list-of factors-to-be taken-into-account-in-determining - whether a situation-poses-a-tower--
risk of money laundering or terrorist financing, such that SDD measures can be applied. However, you should be
aware that the presence of one or more of the factors is not necessarily indicative that a given situation is lower
risk.

Factors that might lead to the conclusion that SDD is the appropriate option may include whether the customer,
product, or geographic location is:

e A public body.

e Anindividual resident in a low risk geographical area.

e A financial institution in the regulated sector.

e A company listed on a regulated market.

e Managed by financial limits or transparency of ownership.

e An EEA state.

e A country with effective counter money laundering systems.

Where SDD is assessed to be appropriate you should continue to comply with CDD but adjust the type and timing
of measures to reflect the low level of risk and carry out sufficient monitoring to detect any unusual or suspicious
transactions.

The Money Laundering Reporting Officer (MLRO)

The officer nominated to receive disclosures in relation to money laundering activity across the Council is the Head
of Audit and Risk and the deputy MLRO is the Senior Counter Fraud Advisor. The contact details for both these
officers are:

Money Laundering Reporting Officer (MLRO)
Tracy Greenhalgh

Head of Audit and Risk

Tel: (01253) 478554

E-mail: tracy.greenhalgh@blackpool.gov.uk

Deputy Money Laundering Reporting Officer (MLRO)
Stephen Hagan

Senior Counter Fraud Advisor

Tel: (01253) 478590

Email: stephen.hagan@blackpool.gov.uk

The MLRO (or deputy) will determine whether the information or other matters contained in the report received
give rise to knowledge or suspicion that a person is engaged in money laundering. In making this judgement they
will consider all other relevant information available to the Council concerning the person or business to which the
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~initiat-attegation refates:The MLRO will complete a form to-evidence this process; a copy - of which-can-be found-in-
Appendix 2 of this document.

On completing this review the MLRO needs to be satisfied with the suspicions that the subject is engaged in money
laundering. If this is the case the MLRO must then ensure that the information is disclosed to the NCA.

Reporting to the MLRO (Disclosure)

When you know or suspect that money laundering activity is taking / has taken place or is about to take place, or
become concerned that your involvement in a matter may amount to a prohibited act under the legislation, you
must disclose this as soon as possible to the MLRO.

The disclosure should ideally be made within ‘hours’ of the information coming to your attention, wherever
practical, not weeks or months later.

The disclosure should be made to the MLRO using the pro forma attached at Appendix 3 of this document. The
report should include copies of any evidence and must contain as much detail as possible including:

e Full details when known of the people involved such as name, address, company name, directorships and
phone numbers.

e Full details of the nature of their / your involvement.

If you are concerned that your involvement in the transaction would be a prohibited act, then your report must
include all relevant details, as you will need consent from the NCA, via the MLRO, to take any further part in the
transaction. This is the case even if the party giving rise to concern gives instructions for the matter to proceed
before such consent is given.

You should explain in as much detail in the report to the MLRO:

e What consent is required and clarify whether there are any deadlines for giving such consent e.g. a
completion date or court deadline.

e The types of money laundering activities involved.
e What type of money laundering offence you believe may be happening.

e The date of such activities and make a note stating whether the activity has happened, on-going or
imminent.

e The location where the activity took place i.e. department, section, and building.
e How the activities were undertaken.

e The (likely) amount of money / assets involved (if known).

e Why you are suspicious of the activity —the NCA will require full reasons.

e Any other available information to enable the MLRO to make a sound judgement as to whether there are
reasonable grounds for knowledge or suspicion of money laundering.

Recognition of Suspicious Transactions
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~As-the type of transaction -which-may be used- by -money taunderers-are-almost unlimited; it-is-difficuit to-define-a-
suspicious transaction.

The Council has set a general cash transaction limit of £8,500 (in line with the 2017 Regulations) over which any
transaction or group of transactions from the same source should automatically be classified or deemed as
suspicious. This does not however mean to say that any transactions under this limit on which you have suspicions
should not be reported. All suspicious transactions, irrespective of their values, should be reported.

How can Suspicious Activity be identified?
Employees dealing with transactions that involve income for goods and services should look for:
e Cash over the value of £8,500 being received.
e Overpayment is received in cash and a refund is made.
e Overpayment is received by credit or debit card and a cheque refund is requested.
When dealing with a new customer think about:
e Is checking their identity proving difficult, is the individual reluctant to provide details?
e Isthere a genuine reason for using the services provided?

e Is the customer attempting to introduce intermediaries to either protect their identity or hide their
involvement?

e Isthe customer requesting a large cash transaction?
e Isthe source of the cash known and reasonable?
For regular and established customers you need to consider:
e Is the transaction reasonable in the context of the service provider’s normal business?
e |s the size or frequency of the transaction consistent with the normal activities of the customer?
e Has the pattern of the transaction changed since the business relationship was established?
Record Keeping Procedures
Each section of the Council conducting relevant business must maintain appropriate records of:
e Client identification evidence obtained.

e Details of all relevant business transactions carried out for clients for at last five years. This is so they may
be used as evidence in any subsequent investigation into money laundering.

The precise nature of the records to be held is not prescribed by law, however they must be capable of providing
an audit trail during any subsequent investigation.

In practice, Council services will routinely be making records of work carried out for various parties, customers and
clients in the course of normal business and these should suffice in this regard.

Potential Money Laundering Indicators
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e Overpayments.

e Secretive client.

e Unknown client.

e lllogical third party involvement.

e Payment of substantial cash sums.

e Concerns about honesty, identity or location of client.

e Unusual request for account details.

e Movement of funds overseas.

e Absence of legitimate source of funds.

e Size, nature and frequency of transactions out of line with expectations.

e Cancellation or reversal of a transaction.

Conclusion

The legislative requirements concerning anti-money laundering procedures are lengthy and complex. The policy
and procedural guidance notes have been written to enable the Council to meet the legal requirements in a way
that is proportionate to the Council’s risk of contravening the legislation.

Should you have any concerns whatsoever regarding any transaction then you should contact the MLRO or their
deputy.
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R
Confidential
Money Laundering Reporting Officers Report
(to be completed by the Money Laundering Reporting Officer)

Date Report Received:

Date Receipt of Report Acknowledged:

Consideration of Disclosure / Action Plan:

Outcome of Consideration of Disclosure:

(Are there reasonable grounds for suspecting money laundering activity? Do you know the identity of the
alleged money launderer or the whereabouts of the property concerned?)

If there are reasonable grounds for suspicion will a Yes / No
report by made to the NCA?
(Please delete as appropriate)
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-~ If yes please confirm date of the report to the NCA
Date of Referral:

Notice period: to

and Procedure

and complete the box below:

Moratorium period: to

Is consent required from NCA to any ongoing or
imminent transactions which would otherwise be
prohibited?

If YES please confirm full details here:

Date consent received from NCA:

Yes / No

(Please delete as appropriate)

Date consent given by you to employee:

Appendix 11(a)

If there are reasonable grounds to suspect money laundering, but you do not intend to report the matter to

the NCA, please set out the reason (s) for non-disclosure:
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Date consent given by you to the employee for any
transactions prohibited by legislation to proceed:

Other relevant information:

Signed:

Date:

Please do not discuss the content of this report with anyone you believe to be involved in the suspected money
laundering activity described. To do so may constitute a tipping off offence which carries a maximum penalty
of five years imprisonment.

This report needs to be retained for five years.
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IR 3
Confidential
Report to the Money Laundering Reporting Officer
Re: Money Laundering Activity

To: Money Laundering Reporting Officer
From:
Directorate:

Tel No:

Details of Suspected Offence:
Name and Address of Persons Involved:

(If a company / public body please include details of the nature of business)

Nature, whereabouts, value and timing of activity / property involved:

(Please include full details e.g. what, where, when and how. Please include whereabouts of the laundered
property, as far as you are aware)
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- Nature of suspicions regarding such activity:

Has an investigation been undertaken (as far as you are aware)? Yes / No

If yes please provide details below:

Have you discussed your suspicions with anyone else? Yes / No

If yes please provide details below:

Do you feel you have a rational explanation for not disclosing the matter to NCA?
Yes / No
(e.g. are you a lawyer and wish to claim legal professional privilege?)

If yes please provide details below:
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- Please set out below any other information you feel is relevant?

Signed:

Date:

Please do not discuss the content of this report with anyone you believe to be involved in the suspected money
laundering activity described. To do so may constitute a tipping off offence which carries a maximum penalty
of five years imprisonment.

This report needs to be retained for five years.
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